
MSCR – Managed Supply Chain Risk

DATASHEET

Security is about more than technology. Best practice policy 
and process underpin a successful security strategy. With the 
growing risk of cyber-crime, data loss, malicious network 
attacks and brand damage, the need to understand and 
remediate security vulnerabilities has never been greater.

ARE YOUR SUPPLIERS A CYBER RISK?

AN ORGANISATION IS FIVE TIMES MORE LIKELY TO BE BREACHED 
IF THEIR CYBER SCORE IS BELOW THE RECOMMENDED LEVEL

By 2022, cybersecurity 
ratings will become as 

important as credit ratings

Cybersecurity risk ratings 
tackle a ballooning third-

party problem

53% of organisations have 
experienced a data breach 

caused by a third party

Just 15% of businesses have 
reviewed cyber security 
risks posed by suppliers

Best Practice 
SecurityPolicy

It’s common for organisations to understand where their physical security 
vulnerabilities lay and awareness is increasing around technical and human 
vulnerability, however supply chain vulnerability is often not present on 
Security Risk Registers.  It’s a key component of security best practice:

NIST ID.SC-1 SUPPLY CHAIN RISK MANAGEMENT: “Cyber supply chain risk 
management processes are identified, established, assessed, managed, and 
agreed to by organizational stakeholders”

ISO27001 A.15.1 INFORMATION SECURITY IN SUPPLIER RELATIONSHIPS: 
“Information security requirements for mitigating the risks associated with 
supplier’s access to the organization’s assets shall be agreed…”

SECURITY MISSON STATEMENT:
“We will always understand where our vulnerability exist”
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A weak cyber score is a signpost for hackers to probe further - they go after the low hanging fruit.
This applies to you, your supply chain, your key customers, partners and competitors!

As an extension of your team, Saepio’s Managed Supply Chain Risk Service assesses, continually 
monitors and remediates security issues presented by your valued suppliers.  



Your Score
Remediate issues and 
maintain a good rating

Identify Suppliers 
If hacked, which of your 
suppliers pose high risk?

Remediate Risk
Review supplier cyber 
scores and  fix issues

Continuous Monitoring 
Stay on top of supply 
chain risk in real time

Supplier Onboarding
Cyber score assessment 

prior to contracting

MSCR METHODOLOGY

MSCR POWERED BY |  a specialist team + the market leading platform = proven results

Warm Welcome

White glove onboarding. 
Supplier Risk profiled, and 
questionnaires sent. 
Portfolios of suppliers 
created, and key contacts 
invited to the platform. 

Executive Reporting

Initial baseline, and then 
monthly reporting of your 
cyber score, and that of 
suppliers. Monthly comparison 
reports to give strategic, 
executive view.

Bespoke Alerting

Custom alerting 
configuration based on 
supplier risk profile. Real 
time alerting when your 
score, or your supplier scores 
suffer material changes.

Service Reviews

Scheduled 6-month service 
review session, analyse 
progress of scores over 
preceding 6-months and 
highlight any areas of concern. 

MSCR DELIVERABLES

Specialist knowledge, tools and time are required to effectively manage supply chain security risk, something many
organisations can’t justify acquiring in house. Saepio’s MSCR service is the cost attractive solution to promptly assess
and address the security of your supply chain. We use both sophisticated machine power to gather security indicators
combined with questionnaires to continually assess the security maturity of your suppliers. We then embark on a
remediation journey, providing the technical information your suppliers require to fix security issues, improve their
cyber score and decrease the chance of a cyber incident that would impact your business.
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A B C D E

WHICH OF YOUR SUPPLIERS ARE THE BIGGEST SECURITY RISK?



MSCR SERVICE LEVELS

THE MSCR TEAM

Saepio Solutions Team
Feeding knowledge, 

awareness and best practice 
into the MSCR Service

MSCR TEAM
Working as an extension of 

your in-house team

Scorecard Team
Dedicated channel 

manager and technical 
support staff

Scorecard Directors
EMEA MD

Saepio AM
Commercials, service 
reviews, escalations

MANAGED SERVICES

Best Practice 
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Your Company Per Company Per Company

£3,000 p.a. £1,000 p.a. £2,000 p.a.
SERVICE LEVEL Control Monitor Managed 

Platform access to your scorecard & digital footprint ✓ ✓ ✓

Provide platform access to supply chain contacts - ✓ ✓

Monthly Detailed Reports for your company ✓ ✓ ✓

Monthly Comparison reports for monitored companies - ✓ ✓

Monthly Detailed Reports for monitored companies - ✓ ✓

Email alert when your score changes ✓ ✓ ✓

Email alert when your monitored companies scores change - ✓ ✓

Monthly remediation plans for your company ✓ ✓ ✓

Monthly remediation plans for monitored companies - - ✓

Swap monitored companies - Biannual Monthly

Biannual health check/review ✓ ✓ ✓

Send Supplier Questionnaire to monitored companies - - ✓

The Control service is a mandatory component of all our agreements. You can then select as many companies as
required to Monitor or Manage. There is no minimum or maximum number of companies you can add to your Saepio
Managed Supply Chain Risk portfolio.


